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This is arguably the most unsettling time in history to be a CIO. 
The IT landscape is shifting at a rapid pace with advances in 
social media, mobility and big data. The proliferation of advanced 
robotics is just around the corner and the Internet of Things is 
connecting even the most mundane objects to the internet—and 
probably the corporate network.

Back in the 1990s, most computer hackers were interested in 
gaining access to networks purely for kudos among their peers. 
Today hackers have monetized their skills and make their living 
from finding vulnerabilities in IT networks. 

New IT trends typically 
advance faster than the 
processes to manage 
and secure them or the 
regulations to govern 
them. However, as high 
profile data breaches hit 
the headlines on a daily 
basis, data protection 
regulations are catching 
up. Legislation is being 

drafted and regulations are tightening. CEOs are on edge and are 
constantly questioning IT policies on data security, encryption, 
network security and endpoint protection.

Hackers, or cybercriminals, are persistently on the lookout for 
data to steal—personal information, healthcare data, financial 
records, intellectual property and other proprietary information. 
If this data falls into the wrong hands the company’s ability to 
operate is severely impacted, and in some cases it can remove 
their competitive advantage or financial liquidity. Criminals will 
usually sell this data on the black market or use it themselves 
to create false identities, fraudulently withdraw money, or set up 
new credit cards. 

Here are some tips to follow to protect your business data, your 
reputation and your bottom line: 

1.  GE T TO K NOW YOUR ENV IRONMENT

Conduct a security audit to identify the vulnerabilities in your 
business. If you don’t know your points of weakness, you can’t 
properly predict where hackers can gain entry. Audit your 

entire infrastructure and environment to determine points of 
vulnerability in your network, your devices, and your employee 
policies. Make this a regular practice. Cyber threats evolve 
constantly so you need to audit on a regular basis. Once you 
know where potential threats may occur, you can take action to 
protect against them.

2 .  GE T TO K NOW YOUR DATA

Know where your sensitive data resides so you can effectively 
target your remediation activity in the case of a security breach. 
Does the developer’s laptop contain a blueprint for an upcoming 
project? Is a salesperson downloading hundreds of files from the 
corporate network at 3am? A Data Loss Prevention (DLP) tool will 
help alert you to the presence of sensitive data and will allow you 

to monitor unusual movements of data.

3.  EDUCATE STAFF AND EMPOWER THEM TO BE 
DATA SECURIT Y GUARDS

You can decide to view employees as potential points of failure or 
potential points of security. Educate your employees, empower 
them, and they can 
become your first line of 
defence. Human error is 
one of the biggest causes 
of data breaches. 

By fostering an 
environment of vigilance, 
you can keep security 
concerns top-of-mind 
with your employees. Build awareness about the biggest risks 
such as Adobe Acrobat and Java exploitations, fake antivirus 
warnings, phishing sites, USB keys disguised as promotional 
material, and so on.

4.  ENFORCE COMPLE X AND FREQUENTLY UPDATED 
PASSWORDS

This seems very straightforward but too many employees use 
simple passwords that are easy for hackers to guess. And more 
frighteningly, many people use the same password for years—
and re-use it for all platforms that require a login.
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If passwords are too simple, hackers can employ a ‘dictionary 
attack’ which automates the use of a combination of dictionary 
words and numbers to crack passwords. Make sure employees 
are aware of this and set password polices that force them to 
use special characters and change their passwords frequently.

5.  COMMUNICATE CLE AR DATA AND DE V ICE USAGE 
POL ICIES

With the wave of personal devices and connected ‘things’ such 
as wearables entering the workplace, it is important to review 
BYOD and COPE policies frequently to ensure you are keeping up 
to date with the latest trends. 

Guest wireless networks should be isolated. If an employee 
device connects to the corporate network, the device should 
be checked for compliance and directed to a device enrollment 
page detailing the employee and company rights regarding the 
management of data. 

If employees choose to use a personal device at work, they must 
accept your BYOD policies. Choose an asset management tool 
that is capable of managing multiple device types (including 
desktops and laptops) and ownership models. If a specific 
device doesn’t provide the necessary baseline security 
requirements, such as on-device encryption, it is reasonable to 
say no to the employee who wishes to use it. Just be clear about 
your policies and the devices you will support. 

6.  USE ENCRYP T ION

Data encryption is a must. Encrypt all data that is stored on 
portable devices including laptops, tablets, and smartphones. 
If encryption is in place when a device goes missing, whoever 
accesses the data won’t be able to read it. Encryption software 
will also help you to defend your company against a negligence 
claim in the case of a data breach—as long as you can prove 
encryption was in place and working properly at the time of the 
breach.

7.  COMPLEMENT 
YOUR ENCRYP T ION 
WITH PERSISTENT 
SOF T WARE

Choose a persistent 
endpoint security and 
management solution 

that will allow you to maintain a connection with a device 
regardless of user or location. Persistence® technology ensures 

that security software reinstalls if it is removed or damaged, 
accidently or on purpose. Persistent security software will also 
allow you to run encryption and anti-virus status reports so you 
can prove these solutions are in place and operational at the 
time of theft.

8.  TAK E A L AYERED APPROACH TO SECURIT Y 
TECHNOLOGY

There is no Holy Grail of data security software. Hackers have 
sophisticated methods to gain entry so it is critical to take a 
layered approach to security technology on all your devices 
and networks. Multiple security solutions will reduce the threat 
landscape, prevent advanced attacks on your network and alert 
you to a persistent threat or any anomaly so you can take the 
appropriate action.

9.  K EEP SOF T WARE UP-TO-DATE

Hackers are experts at exploiting vulnerabilities found in 
software. Developers release regular patches to plug security 
holes and it is important that you have an asset management 
tool in place to ensure that these patches are installed 
automatically.

Be diligent with your updates and don’t wait to install a patch. 
One inadvertent downside to patching is that it provides a 
hacker with the code to understand the vulnerability that the 
patch is intended to repair. With this information, hackers can 
target devices and systems where the patch has not yet been 
implemented and exploit the fault to their advantage.

10.  BE PREPARED FOR A DATA BRE ACH

We are all just one mistake away from a crisis. Build a data 
breach playbook filled with scenarios and response actions. Put 
escalation levels in place and decide how transparent you want 
to be about the attack and whether any regulatory bodies or 
customer groups need to be notified. 

In the case of a stolen device or rogue employee, ensure your 
endpoint security software allows you to perform remote actions 
such as data delete, data retrieval, device freeze, and, when 
necessary, launch forensic investigations.

Data is the lifeblood of your organization and it requires time, 
resources and investment to protect it. With data regulations 
tightening across all industries, now is the time to act. Implement 
these tips to ensure that you have a clear view of what you need 
to protect. Then implement a layered approach to security so 
when a hacker comes knocking, he won’t be able to get in.
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